Information Assurance (IA) Contract Language Backup

Individual system security requirements shall be accomplished as specified in the Task/Delivery Order.  Some or all of the following policy and guidance may apply to proposed task orders:

(1) DOD 8570-01-M, paragraph 5.9.6 states "contracts that include the acquisition of DOD IS IA services are to specify certification requirements."  Contractor personnel IA certification requirements will be identified in the individual task orders.  IA certification requirements will be specified for those contractor personnel who will be required to perform IA functions for each level within the Technical Category (Chapter 3), and the

Management Category (Chapter 4) as defined in DOD 8570-01-M.  DOD 8570-01-M states that the training, certification, and workforce management requirements identified apply to all members of the DOD IA workforce including military, civilians, foreign nationals, local nationals, and contractors. They apply whether the duties are performed

full-time, part-time, or as an embedded duty.  Contractor personnel performing IA functions are required to have their IA certification category and level documented in the Defense Eligibility Enrollment Reporting System. DOD 8570-01-M, paragraph 5.9.7 also requires the certifications and certification status of all contractors performing privileged user or IA manager functions to be identified, documented, tracked, and reported to the DOD CIO.  

(2) Director of Central Intelligence Directive (DCID) 6/3, Protecting Sensitive Compartmented Information Within Information Systems (IS), states, "Intelligence information shall be appropriately safeguarded at all times, including when used in information systems."  IAW DCID 6/3 all United States government organizations’, their commercial contractors’, and Allied governments’ ISs that process, store, or communicate intelligence information (i.e., Sensitive Compartmented Information and special access programs) shall be properly managed, and its confidentiality, integrity, and availability be ensured.   DCID 6/3 defines an IS as any telecommunications and/or computer related equipment or interconnected system or subsystems of equipment that is used in the acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of voice and/or data (digital or analog) to include software, firmware, and hardware.  IAW DCID 6/3 individual task orders will require Intelligence information systems (as defined above) to be protected, and safeguards applied such that (1) individuals are held accountable for their actions; (2) information is accessed only by authorized individuals and processes; (3) information is used only for its authorized purpose(s); (4) information retains its content integrity; (5) information is available to satisfy mission requirements; (6) information is appropriately marked and labeled; and (7) system security requirements are incorporated during all phases of the system design life cycle.  Individual Task Orders will:  provide the administrative and system security requirements, including those for interconnected systems; define and mandate the use of a risk management process; define and mandate the use of a certification and accreditation process; promote the use of efficient procedures and cost-effective, computer-based security features and assurances; and describe the roles and responsibilities of the individuals who constitute the decision-making segment of the IS security community and its system users.

        .

(3) In accordance with DoDD 8500.1, all acquisitions of AISs (to include MAIS), outsourced IT-based processes, and platforms or weapon systems with connections to the GIG must be certified and accredited in accordance with DoDI 5200.40, “DoD Information Technology Security Certification and Accreditation Process (DITSCAP).”  Certification and accreditation (C&A) of information systems that process Top Secret Sensitive Compartmented Information will comply with the requirements of Director of Central Intelligence Directive (DCID) 6/3.  The DITSCAP process is designed to certify that the IT system meets the accreditation requirements and that the system will continue to maintain the accredited security posture throughout the system life-cycle.

(4) The National Security Telecommunications and Information Systems Security (NSTISS) Incident Response And Vulnerability Reporting For National Security Systems Directive (NSTISSD) No. 503 establishes the National Security Information Systems Incident Program (NSISIP) to provide a strategy for responding to information systems security incidents and vulnerabilities among national security systems, as defined in National Security Directive 42, dated July 5 1990.  The National Security Information Systems Incident Program (NSISIP) puts in place a National Security Incident Response Center (NSIRC) whose primary purpose is to provide expert assistance in isolating, containing, and eliminating incidents that threaten the integrity, availability, or confidentiality of national security systems.   The NSISIP also calls on U.S. Government departments and agencies involved with national security systems to establish a Security Incident Response Capability (SIRC).  The NSISIP focuses on security incidents and vulnerabilities that threaten national security systems. This program is applicable to all U.S. Government departments and agencies and their contractors that acquire, develop, use, maintain, or dispose of national security systems.  The objectives of the NSISIP are to coordinate national security systems vulnerability and incident reporting and responses, while facilitating: (a) cooperation among appropriate organizations and agencies in sharing incident, vulnerability, threat, and countermeasures information concerning national security systems; (b) effective and timely response to security incidents on national security systems; (c) development and use of incident response methods, countermeasures, and technologies; and (d) timely reporting of violations of law to appropriate law enforcement agencies.

(5) National Telecommunications and Information Systems Security Communications Security (COMSEC) Monitoring Directive (NTISSD) No. 600 provides policy and basic procedures for the establishment of COMSEC monitoring programs consistent with law, Executive Orders, and applicable Presidential Directives.  NTISSD No. 600 is applicable to all U.S. Government departments and agencies engaged in or using the results of COMSEC monitoring.  U.S. Government departments and agencies will conduct COMSEC monitoring activities only as necessary to determine the degree of security provided to government telecommunications and aid in countering their vulnerability. Such activities shall be conducted in strict compliance with law, Executive Orders, applicable Presidential Directives, and this Directive.  Government telecommunications systems are subject to COMSEC monitoring by duly authorized government entities.  Users of these systems must be properly notified in advance, in accordance with the guidelines in paragraph 24, NTISSD No. 600, that use of these systems constitutes consent to monitoring for COMSEC.  COMSEC monitoring may be undertaken for the following reasons appropriate to the purpose described in NTISSD No. 600, paragraph 1:  (a) to collect operational signals needed to measure the degree of security being achieved by U.S. codes, cryptographic equipment and devices, COMSEC techniques, and related materials; (b) to provide a basis from which to assess the types and value of information subject to loss through intercept and exploitation of government telecommunications; (c) to provide an empirical basis for improving the security of government telecommunications against SIGINT exploitation; (d) to assist in determining the effectiveness of electronic countermeasures/electronic counter-countermeasures (ECM/ECCM), cover and deception actions, and operations security (OPSEC) measures; and (e) to identify government telecommunications signals that exhibit unique external signal parameters, signal structures, modulation schemes, radio fingerprints, etc., that could provide SIGINT elements of foreign powers the capability to identify specific targets for subsequent geopositioning and exploitation purposes. 

(6) National Telecommunications and Information Systems Security National Policy On Controlled Access Protection (NTISSP) No. 200 defines a minimum level of protection for automated information systems operated by executive branch agencies and departments of the Federal Government and their contractors.  This policy applies to executive branch agencies and departments of the Federal Government and their contractors who process classified or sensitive unclassified information in automated information systems.  IAW NTISSP No. 200 all automated information systems which are accessed by more than one user, when those users do not have the same authorization to use all of the classified or sensitive unclassified information processed or maintained by the automated information system, shall provide automated Controlled Access Protection for all classified and sensitive unclassified information.   NTISSP No. 200 defines Automated Information Systems as systems which create, prepare, process, or manipulate information in electronic form, and include computers, word processing systems, other electronic information handling systems, and associated equipment. NTISSP No. 200 defines Controlled Access Protection as the C2 level of protection described in the Trusted Computer System Evaluation Criteria. 

(7) Each DoD information system shall be reviewed against the mission assurance category definitions provided in enclosure 2 of DODI 8500.2, Information Assurance (IA) Implementation, and assigned to a mission assurance category. Each DoD information system shall be assigned a confidentiality level based on the classification or sensitivity of the information processed. The assigned mission assurance category and confidentiality level shall be used to determine the applicable IA Controls from DODI 8500.2, Table E4.T2. These IA Controls shall constitute the baseline requirements for IA certification and accreditation or reaccredidation.  The strength and level of confidence required of each IA solution is a function of the value of what is being protected (e.g., the mission assurance category or confidentiality level of the information being supported by the DoD information system) and the threat. In order to ensure that each component of an IA solution is correctly implementing its intended security services and is protecting its information from the identified threat, each component within the network system needs to provide an appropriate level of robustness.  DODI 8500.2, Enclosure 4, lists the baseline IA Controls for the Integrity, Confidentiality, and Availability IA Services for each of the Mission Assurance Categories. 

Applicable to DoD information systems, the Mission Assurance Category (MAC) reflects the importance of information relative to the achievement of DoD goals and objectives, particularly the warfighters' combat mission.   Mission assurance categories are primarily used to determine the requirements for availability and integrity. The Department of Defense has three defined mission assurance categories: 

 Mission Assurance Category I (MAC I). Systems handling information that is determined to be vital to the operational readiness or mission effectiveness of deployed and contingency forces in terms of both content and timeliness. The consequences of loss of integrity or availability of a MAC I system are unacceptable and could include the immediate and sustained loss of mission effectiveness. Mission Assurance Category I systems require the most stringent protection measures. 

Mission Assurance Category II (MAC II).  Systems handling information that is important to the support of deployed and contingency forces. The consequences of loss of integrity are unacceptable. Loss of availability is difficult to deal with and can only be tolerated for a short time. The consequences could include delay or degradation in providing important support services or commodities that may seriously impact mission effectiveness or operational readiness. Mission Assurance Category II systems require additional safeguards beyond best practices to ensure assurance. 

Mission Assurance Category III (MAC III).  Systems handling information that is necessary for the conduct of day-to-day business, but does not materially affect support to deployed or contingency forces in the short-term. The consequences of loss of integrity or availability can be tolerated or overcome without significant impacts on mission effectiveness or operational readiness. The consequences could include the delay or degradation of services or commodities enabling routine activities. Mission Assurance Category III systems require protective measures, techniques, or procedures generally commensurate with commercial best practices.

(8) Department of Defense Instruction 8551.1, Ports, Protocols, and Services Management (PPSM), dictates that Ports, Protocols, and Services (PPS) that are visible to DoD-managed network components (i.e., intended for use in DOD information systems that traverse between DOD enclaves) shall undergo a vulnerability assessment; be assigned to an assurance category; be appropriately registered; be regulated based on their potential to cause damage to DoD operations and interests if used maliciously; and be limited to only the PPS required to conduct official business or required to address Quality of Life issues authorized by competent authority.  Assurance category assignments for PPS that are visible to DoD-managed network components shall be documented (by DISA) in a PPS Assurance Category Assignments List that will be regularly updated to add new PPS and reassign others, as required.  The PPS implementation in newly developed, newly acquired or modified DoD information systems that are visible to DoD-managed network components shall be assessed for operational risk by the PPS Configuration Control Board (CCB). System developers shall design or acquire information systems according to the most current PPS Assurance Category Assignments List and configure them according to the PPS Security Technical Implementation Guides (STIGs) and Security Recommendation Guides (SRGs).  DoD information systems with PPS according to the most current PPS Assurance Category Assignments List, configured according to the PPS STIGs and SRGs, and as approved by the Defense Information Systems Network (DISN) Designated Approving Authorities (DAAs) shall be guaranteed the ability to communicate through all DoD enclave boundary protection mechanisms when required to conduct official business.

Use and configuration of PPS that are contained within an enclave are the responsibility of the enclave owner. However, use of PPS according to the PPS Assurance Category Assignments List and supporting STIGs within enclave boundaries to the extent possible is advisable and encouraged.  PPS that are not approved for use between DOD enclaves will be blocked at appropriate DOD enclave boundaries.

(9) Chairman Of The Joint Chiefs of Staff Manual (CJCSM) 6510.01, Defense-In-Depth: Information Assurance (IA) and Computer Network Defense (CND), provides guidance and procedures for implementing the IA Defense-In-Depth strategy and standards.  The mix of safeguards selected for an information system processing classified or 

sensitive-but-unclassified information will ensure the information system meets minimum requirements as outlined in CJCSM 6510.01.  Minimum requirements will be met through automated and manual means in a cost-effective, integrated manner. The element of Defense-in-Depth focuses on three major areas:  People, Operations, and Defense of the Information Environment.  CJCSM 6510.01 applies to the Joint Staff, Services, combatant commands, Defense agencies, DoD field activities, and joint and combatant activities.  Specific requirements include:  

(a) IAW CJCSM 6510.01 every person who uses or manages information systems (i.e., military, government civilian, contractor, and foreign national) has a responsible security role. Key roles and responsibilities are outlined in CJCSM 6510.01, Enclosure A, Appendix A and include the System Administrator (SA), Information Assurance Manager (IAM), Information Assurance Officer (IAO), Designated Approving Authority (DAA), and end-user.  

(b) To gain and maintain the knowledge and expertise to perform these vital tasks, a comprehensive program of education, training, practical experience, and awareness is needed.  CJCSM 6510.01, Enclosure A, Appendix B, “Training, Education, and Certification,” outlines basic and specialized IA standards for System Administrators, information system users (military, government civilian, contractor, and foreign national), and additional IA professionals (i.e., individuals carrying out duties in computer and/or network crime, threat and vulnerability assessments, Computer Emergency Response Team (CERT), Computer Incident Response Team (CIRT) positions, etc.), and C/S/A information system security staff positions.  IA and information security (INFOSEC) education, training, and awareness activities are required for all employees annually, commensurate with specific duties and responsibilities.  The DoD requirement to develop and implement INFOSEC education, training, and awareness programs for national security systems was established by National Security Telecommunications and Information Systems Security Directive (NSTISSD) 500. This policy is applicable to US Government departments and agencies, their employees, and contractors. 

(c) CJCSM 6510.01, Enclosure B Appendix A, establishes responsibilities and procedures for the Information Assurance Vulnerability Management (IAVM) program. This includes organizational and individual accountability, responsibilities, generation process, registration, compliance criteria, reporting, enforcement, validation, and verification.  The Information Assurance Vulnerability Alert (IAVA) process provides positive control of vulnerability notification, corresponding corrective action and IAVA status visibility for DOD network assets. The IAVM program supersedes the previous IAVA process, and focuses on the status of DoD networks to mitigate or eliminate known vulnerabilities.   The IAVM program applies to any device on any DoD owned or controlled information system network, to include but not limited to workstations, servers, routing devices (router, switch, firewall), networked peripherals (e.g., network printers, portable electronic devices) and controlled interfaces (e.g., guards). A device is considered a single node on a network if it has its own network identification (internet protocol (IP) and/or media access control address).
(d) CJCSM 6510.01, Enclosure B, Appendix B, provides joint guidance on incident and vulnerability reporting for DOD information systems.  It also incorporates the National Security Information System Incident Program (NSISIP) strategy outlined in NSTISSD No. 503.  The NSISIP focuses on security incidents and vulnerabilities threatening national security systems. This program is applicable to all US government departments and agencies and their contractors that acquire, develop, use, maintain, or dispose of national security systems.  The objectives of the NSISIP are to coordinate national security systems vulnerability and incident reporting and responses while facilitating:  (1) cooperation among appropriate organizations and agencies in sharing incident, vulnerability, threat, and countermeasure information as well as information concerning national security systems; (2) effective and timely response to security incidents on national security systems; (3) development and use of incident-response methods, countermeasures, and technologies; and (4) timely reporting of violations of law to appropriate law enforcement agencies.  CJCSM 6510.01, Enclosure B, Appendix B, outlines the incident reporting procedures, reporting structure, incident categories, and reporting timeline for incident and vulnerability reporting for DOD information systems

(e) CJCSM 6510.01, Enclosure B, Appendix C, provides a general unclassified description of the DoD Information Operations Condition (INFOCON) system.

The INFOCON system is a commander’s alert system that establishes a uniform process for posturing and defending against malicious activity targeted against DoD information systems and networks. The system provides a predefined sequence of actions necessary for achieving a common level of information security for DoD information systems.

The INFOCON system including responsibilities, processes, and procedures applies to the Joint Chiefs of Staff and all DoD activities within the unified commands, military services, and DoD Agencies.  The INFOCON system pertains to all DoD information systems and networks operating at the TOP SECRET level (not to include closed, special 

enclave, or IC networks) and below. The system also governs any interconnections between public and DoD unclassified networks (e.g. Internet to NIPRNET), DoD unclassified to classified networks (e.g. NIPRNET to SIPRNET), and classified to classified networks (e.g. SIPRNET to JWICS).

(f) CJCSM 6510.01, Enclosure C - Defense-In-Depth – Defending the Information Environment, focuses on the four defense-in-depth areas:  (1) Defending the computing environment, (2) Defending the network, (3) Defending the enclave boundary, and (4) Supporting infrastructures.  This enclosure provides basic background on the four defense-in-depth areas, the objectives, and basic security requirements that should be implemented. The individual appendices in this enclosure focus on particular areas important to developing a defense-in-depth strategy.

(g) CJCSM 6510.01, Enclosure C, Appendix A, Authentication, outlines minimum implementation requirements for authentication of individual users on DoD information 

systems.  Guidance is provided on:  system access; password formats; password protection; authentication failures; user password history; compromised passwords; unclassified and classified system access; conditions requiring password changes; and disabling accounts. 

(h) CJCSM 6510.01, Enclosure C, Appendix B, Foreign Access to Information and Information Systems, requires that connection (access) by foreign nationals (i.e., a person who is not a citizen of the United States) to a DoD-owned or DoD-managed information and information system, including information systems or networks operated by contractors under a DoD contract, to be controlled. Controls must prevent unauthorized (intentional or unintentional) access, disclosure, destruction, or modification to the information or the information system.  CJCSM 6510.01, Enclosure C, Appendix B outlines the types of information that require controls and protective measures, as well as the criteria for establishing access to information and information systems by foreign nationals.  

(i) CJCSM 6510.01, Enclosure C, Appendix G, Communications Security (COMSEC), states that US Government policy is to encourage COMSEC material and technique use and to safeguard COMSEC materials assuring continued integrity, prevention of unauthorized access, and controlling the spread of COMSEC materials, techniques, and technology when not in the best interest of the United States and its allies.  Implementation of this policy requires each department and agency holding COMSEC keying material to establish a COMSEC material control system (CMCS) into which all COMSEC keying material will be placed.  Certain US classified cryptographic information requires special access controls. Access to this information must only be granted to individuals satisfying specific criteria.  CJCSM 6510.01, Enclosure C, Appendix G, provides guidance on the:  requirements and criteria for granting access to US classified cryptographic information; release of COMSEC information to US nongovernmental sources; disclosure or release of COMSEC information to foreign governments and international organizations; and the requirements for COMSEC Monitoring.  

(j) CJCSM 6510.01, Enclosure C, Appendix H, Protection Mechanisms - Levels Of Concern And Robustness, outlines the criteria used for assigning levels of concerns to DoD Information Systems, and levels of robustness for technical IA solutions.  Robustness describes the strength of a mechanism (the strength of a cryptographic algorithm) and design assurance (confidence measures taken to ensure proper mechanism implementation) for a technical IA solution.  All DOD information systems will employ protection mechanisms in accordance with the level of concern (i.e., high, medium, or basic) that satisfy corresponding criteria for high, medium, or basic levels of robustness.  

Assigning levels of robustness for integrity, availability, and confidentiality for all DOD information systems is another means for ensuring the most cost-effective and best use of IA solutions, including COTS solutions.

(k) CJCSM 6510.01, Enclosure C, Appendix I, Interconnection and Data Transfer Between Security Domains, provides DoD procedures, in accordance with DODD 8500.1, DODI 5200.40, DOD 8510.1-M, and DITSCAP Implementation Manual for the interconnection of information systems of different security domains and the engineering, installation, certification, accreditation, and maintenance of such interconnections.

(l) CJCSM 6510.01, Enclosure C, Appendix J, provides guidance to implement CJCSI 6510.01 on the use of mobile code in DOD information systems.  CJCSI 6510.01 establishes joint DOD-wide policy on the use of mobile code in DOD information systems and computers. CJCSM 6510.01, Enclosure C, Appendix J, outlines the:  various mobile code technologies; three primary risk categories for mobile code; usage restrictions and development and procurement restrictions for mobile code technologies assigned to each risk category; and guidance to developers on selection and use of mobile code in DoD Information Systems. 

(m) CJCSM 6510.01, Enclosure C, Appendix N, states that all DoD information systems will deploy an Intrusion Detection System (IDS).  The IDS is a complete system of components, and monitors an information system for activity that may inappropriately affect the information system assets.  An IDS consists of sensors, scanners, and analyzers.  The IDS-derived information provides analysts at CERTs and NOSCs with technical event and incident data to process into intrusion analysis, correlation, and reporting. IDSs can be utilized to monitor a computer system or a computer network.  CJCSM 6510.01, Enclosure C, Appendix N, provides information on:  requirements for deploying IDS in Information Systems; considerations in selecting an IDS (i.e., collection, analysis, and management attributes); minimum security functions and requirements for each component of an IDS; and potential attacks that can be directed at an IDS.    

(n) CJCSM 6510.01, Enclosure C, Appendix O, Public Key Management, provides information on Public Key Infrastructure (PKI).  PKI refers to the framework and services that provide for the generation, production, distribution, control, revocation, recovery, and tracking of PKI certificates and their corresponding private keys.  The DOD PKI supports registration of users, dissemination of certificates, and a full range of certificate management services. This provides the critically needed support to individuals, applications, and network devices that provide secure encryption and authentication of network transactions as well as data integrity and non-repudiation.

Certificates are instruments used to convey trust. CJCSM 6510.01, Enclosure C, Appendix O, provides information on the:  DOD PKI four types of certificates supported; security services implemented by PKI technology (i.e., Authentication, Confidentiality, Integrity, and Non-repudiation); Public Key Certificates (i.e., levels of assurance, factors in determining their usage, threat environment, and level of environmental protection); DOD PKI strategy to include the five levels of assurance and guidance for their application; potential attacks against infrastructure support to the users; potential attacks against the infrastructure; and DoD PKI authorities and functions.
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